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What is Robustness?

¢ Robustness is the property that tested on a training sample
and on a similar testing sample, the performance is close.
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¢ Robust decision making/optimization:
o Consider a general decision problem: find v such that
l(v, &) is small.
o Iffor & ~ &, 4(v,¢') is also small, then v is robust to the
perturbation of parameter.
o Robust optimization: min, maxg ~¢ (v, &’)
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e Robustness in machine learning

¢ Robust optimization was introduced to machine learning to
handle observation noise (e.g., [Lanckriet et al 2003];
[Lebret and EI Ghaoui 1997]; [Shivaswamy et al 2006]).

e |tis then discovered that SVM and Lasso can both be
rewritten as robust optimization (of empirical loss), and the
RO formulation implies consistency [HX, Caramanis and
SM 2009; 2010].



What is Robustness?

¢ Robust decision making/optimization:
o Consider a general decision problem: find v such that
l(v, &) is small.
o Iffor & ~ &, ¢(v,&') is also small, then v is robust to the
perturbation of parameter.
o Robust optimization: min, maxg ~¢ (v, &’)
e Robustness in machine learning

¢ Robust optimization was introduced to machine learning to
handle observation noise (e.g., [Lanckriet et al 2003];
[Lebret and EI Ghaoui 1997]; [Shivaswamy et al 2006]).

e |tis then discovered that SVM and Lasso can both be
rewritten as robust optimization (of empirical loss), and the
RO formulation implies consistency [HX, Caramanis and
SM 2009; 2010].

e This paper formalizes this observation to general learning
algorithms.



Difference with Stabiilty

Non-stable algorithm:

1T T ¥ | |
1| | r | |
| b | } o
| | 1 |
0s —% | i | {
i ! | |
|
Al " ) |l *
oEh [ I'I ird 1 #:
i | I Iy [
| | I E
0.7l | B I f vl
i ! * (]
1| 1 % |I' ||| SR I
0.6 H| " ; fa | o
! i Y i L I 11
. [ 1
osh 11 ! 4 f | T -
[ I b | h Ik
| i '1 .II I I! ] |I
L | |t | It s
Sl || £ ‘|| ! ] I h
| i | i |
oz ! r ) Sl
2 /i LV o A
1 h I e LI | !
ozl i. |1 \ H I |
1 d | A Wi ¥ !
| | | W/ '
o1l | v | I |
1 | U 1 1 |
1 || 1 | | |
o L Ly L L L L i b -y
o 0.1 0.2 032 04 0.5 oG o7 oe 0o




Difference with Stabiilty

Stable algorithm:
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Difference with Stabiilty

Non-robust algorithm:




Difference with Stabiilty

Robust algorithm:
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1. Algorithmic Robustness and Generalization Bound
2. Robust Algorithms

3. (Weak) Robustness is Necessary and Sufficient to
(Asymptotic) Generalizability
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Notations

Training sample set s of n training samples (sq,- -, Sp).

Z and 'H are the set from which each sample is drawn, and
the hypothesis set.

As is the hypothesis learned given training set s.

For each hypothesis h € 'H and a point z € Z, there is an
associated loss ¢(h, z) € [0, M].
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use |y and |, to denote the x-component and y-component
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Notations

Training sample set s of n training samples (sq,- -, Sp).

Z and 'H are the set from which each sample is drawn, and
the hypothesis set.

As is the hypothesis learned given training set s.

For each hypothesis h € 'H and a point z € Z, there is an
associated loss ¢(h, z) € [0, M].

In supervised learning, we decompose Z = Y x X, and

use |y and |, to denote the x-component and y-component
of a point.

The covering number of a metric space T: N(e, T, p)



Motivating example 1: Large Margin Classifier

An algorithm Ag has a margin yifforj=1,--- ' n

As(x) = As(Sjix); - VX2 [Ix = Sjixll2 <.

Example

Fix v > 0 and put K = 2N (v/2, X, || - ||2)- If As has a margin ~,
then Z can be partitioned into K disjoint sets, denoted by
{Ci}K,, such that if s; and z € Z belong to a same C;, then
[£(As, 57) — £(As, 2)| = 0.
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Motivating example 2: Linear Regression

The norm-constrained linear regression algorithm is
n
As= _min Sy —w's; 0.1
° weRm:wZSC,;’ W il (01)

Example

Fixe>0andlet K = N(e/2, X, - |l2) x N(e/2,D,] ).
Consider the norm-constrained linear regression algorithm as
in (0.1). The set Z can be partitioned into K disjoint sets, such
that if s; and z € Z belong to a same C;, then

[U(As, Sj) — U(As, Z)| < (€ +1)e.



Algorithmic Robustness

Definition (Algorithmic Robustness)
Algorithm Ais (K, €(s)) robust if

e Z can be partitioned into K disjoint sets, denoted by
{Ci}E s
e suchthatvs € s,

S,Z¢ Ci7 = |£(A87S) - Z(A87Z)| S 6(5).

(0.2)



Algorithmic Robustness

Definition (Algorithmic Robustness)
Algorithm Ais (K, €(s)) robust if
e Z can be partitioned into K disjoint sets, denoted by
{Ci}E s
e such that Vs € s,

s,2€ G, = |l(As,s)—U(As,2)| <e(s). (0.2)

Remark:
¢ The definition requires that the difference between a
testing sample “similar to” a training sample is small.

e The property jointly depends on the solution to the
algorithm and the training set.



Generalization property of robust algorithms — the
main theorem

Theorem

Let /(-) and femp(-) denote the expected loss and the training
loss. If s consists of n i.i.d. samples, and A is (K, e(s))-robust,
then for any § > 0, with probability at least1 — 4,

< () + M\/ZKIn2+n2In(1/6)

U(As) — Lemp(As)




Generalization property of robust algorithms — the
main theorem

Theorem

Let /(-) and femp(-) denote the expected loss and the training
loss. If s consists of n i.i.d. samples, and A is (K, e(s))-robust,
then for any § > 0, with probability at least1 — 4,

< () + M\/ZKIn2+n2In(1/6)

U(As) — Lemp(As)

Remark:
The bounds depends on the partitioning of the sample space.



Proof of the Main Theorem

e Let N; be the set of index of points of s that fall into C;.
Then (|Ny],-- -, |Nk|) is an IID multinomial random variable
with parameters nand (u(Cy),- - - , u(Ck)).
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e
NIl >)\} < 2K exp(—~—

2)'




Proof of the Main Theorem

e Let N; be the set of index of points of s that fall into C;.
Then (|Ny],-- -, |Nk|) is an IID multinomial random variable
with parameters nand (u(Cy), - - - , u(Ck))-

¢ Breteganolle-Huber-Carol inequality gives

s

i=1

2

> A} s

[Nl _
> )

PRl ()

e Hence, with probability at least 1 — ¢,

K
i=1

INj| | 2KIn2+2In(1/6)
NI o] < |/ 2KIn2= 03)




Proof of the Main Theorem (Cont.)

Furthermore,

K

S E(UAs, 2))z € C)u(C) — l;e(As, s)

i=1

[1(As) ~ temp(As)

K
< ZE(E( zZ)|z e C, '
i=1 p P |N|
+ > E(U(As, 2)|z € C)u(Ci) — Z]E(K(A&ZNZ € C")nl‘
i=1 i=1




Proof of the Main Theorem (Cont.)

Furthermore,

K n
SOE(U(As, 2|z € Cu(C) — £ D" H(As. )
i i=1

) s

[1(As) ~ temp(As)

S E(¢(As,2)|z € c)!

K K

D E(((As.2)|z € C)u(C) - ZWV‘S’Z)'Z =9 W"|'

i=1 i=1

+

e The first term is bounded by
3 Yjen MaXzec [((As. §) — £(As, 22)]| < e(s).




Proof of the Main Theorem (Cont.)

Furthermore,

K

S E(((As,2)|2 € C)u(C) :721)6@45, s)

i=1

U(As) — Lemp(As)

K
<) E((As,2)|z € C, ‘
N K N
+ > E(U(As, 2)|z € C)u(Ci) — Z]E(K(A&ZNZ € C")nl'
i=1 i=1

e The first term is bounded by
s jen Maxzec (s, §) — H(As, 22)]| < e(s).
e The second term is bounded by

maxzcz |((As.2)| I | B - (G| < MK,

n

1 _N(Ci))-



Additional Results: Pseudo Robustness

¢ Robustness — “similar performace” around each training
sample.
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Additional Results: Pseudo Robustness

¢ Robustness — “similar performace” around each training
sample.

¢ Pseudo robustness — “similar performace” around some
training sample:

Definition (Pseudo robustness:)
Algorithm Ais (K, €(s), A(s)) pseudo robust if
e Z can be partitioned into K disjoint sets, denoted as
{Ci}/K:w
 and there exists a subset of training samples § with
8] = n(s);
e suchthatVs € s,

S,Z¢ Ci7 == M(AS7S) - E(AS7Z)’ S E(S)



Additional Results: Pseudo Robustness

Theorem

If s consists of n i.i.d. samples, and A is (K, ¢(s), (s)) pseudo
robust, then for any 6 > 0, with probability at least1 — 6,

A A(s) n—as) [2KIn2+2In(1/4)
U(As) — Lemp(As)| < e(s)+M< - +\/ )

n n



Additional Results: Pseudo Robustness

Theorem

If s consists of n i.i.d. samples, and A is (K, ¢(s), (s)) pseudo
robust, then for any 6 > 0, with probability at least1 — 6,

A A(s) n—as) [2KIn2+2In(1/4)
U(As) — Lemp(As)| < e(s)+M< - +\/ )

n n

¢ An additional term due to “non-robust” traninig samples.
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Which algorithms are robust?

Example (Majority Voting)

Let Y = {—1,+1}. Partition X to Cy,--- ,Ck, and use C(x) to
denote the set to which x belongs. A new sample x; € X' is
labeled by

A 1, |f ZS,‘EC(Xa) 1(S,|y = 1) Z ZS,‘EC(Xa) 1(S,|y = —1),
As(xa) = { —1, otherwise.

If the loss function is /(As, z) = f(z),,.As(2/x)) for some function
f, then MV is (2K, 0) robust.



Which algorithms are robust?

Theorem
Fix v > 0 and metric p of Z. Suppose A satisfies

|0(As,z1) — U(As, 22)| < €(8), Vz1,20: 21 €8, p(21,22) < 7,

and N (v/2, Z,p) < co. Then Ais (N(v/2, Z,p), €(s))-robust.
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Theorem
Fix v > 0 and metric p of Z. Suppose A satisfies

|£(A57Z1) - E(A&ZZ)’ < 6(8)7 v21722 121 €8, p(Z‘I)ZZ) <7,
and N (v/2, Z,p) < co. Then Ais (N(v/2, Z,p), €(s))-robust.

Example (Lipschitz continuous functions)

If Z is compact w.r.t. metric p, ¢(As, -) is Lipschitz continuous
with Lipschitz constant c(s), i.e.,

(As, z1) — I(As, 22)| < c(S)p(21,22), Vzy,20 € Z,

then Ais (N(v/2, Z,p), c(s)y)-robust for all v > 0.



Which algorithms are robust?

Theorem
Fix v > 0 and metric p of Z. Suppose A satisfies

|£(A57z1) - E(A&ZZ)’ < 6(8)7 v21722 121 €8, p(Z1,Zg) <7,
and N (v/2, Z,p) < co. Then Ais (N(v/2, Z,p), €(s))-robust.

Example (Lipschitz continuous functions)

If Z is compact w.r.t. metric p, ¢(As, -) is Lipschitz continuous
with Lipschitz constant c(s), i.e.,

(As, z1) — I(As, 22)| < c(S)p(21,22), Vzy,20 € Z,
then Ais (N(v/2, Z,p), c(s)y)-robust for all v > 0.

e Similarly, SVM, Lasso, feed-forward neural network and
PCA are robust.



Which algorithms are robust?

A large margin classifier is a classification rule such that most
of the training samples are “far away” from the classification
boundary. We denote the distance of a point x to a
classification rule A by D(x, A).

Example (Large-margin classifier)

If there exist v and h such that

21 SI|X7AS > 'Y) >h

then algorithm A is (2N (v/2, X, p), 0, 1) pseudo robust,
provided that N'(v/2, X, p) < oc.
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(Asymptotic) generalizability

Finite sample bound
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(Asymptotic) generalizability

Finite-sample-beund asymptotic property
Definition
1. Alearning algorithm A generalizes w.r.t. s if

|im§up{E,( (As(ny. 1) )—725 (As(n),5)} <0

2. Alearning algorithm A generalize w.p. 1 if it generalize
w.r.t. almost every s.



Weak robustness

Robustness



Weak robustness

Robustress weak robustness



Weak robustness

Robustress weak robustness

¢ Robustness requires that the sample space can be
partitioned into disjoint subsets such that if a testing
sample belongs to the same partitioning set of a training
sample, then they have similar loss.

e Weak robustness generalizes such notion by considering
the average loss of testing samples and training samples:
if for a large (in the probabilistic sense) subset of Z”, the
testing error is close to the training error, then the
algorithm is weakly robust.



Weak robustness (cont.)

Definition

1. Alearning algorithm A is weakly robust w.r.t s if there
exists a sequence of {D, C Z"} such that
Pr(t(n) € Dp) — 1, here t(n) are ni.i.d. testing samples,
and

Iim Sup{ max ZE As n),s, ZE As n),S, }

n §(n)eDp

2. Alearning algorithm A is a.s. weakly robust if it is robust
w.r.t. almost every s.



All Learning is Robust !

Theorem

1. An algorithm A generalizes w.r.t. s if and only if it is weakly
robust w.r.t. s.

2. An algorithm A generalizes w.p. 1 if and only if it is a.s.
weakly robust.



Conclusion

Summary:
e Propose Algorithmic Robustness.
e Present finite sample bound based on algorithmic
robustness.
e Show that weak robustness is necessary and
sufficient for generalizability.



Conclusion

Summary:
e Propose Algorithmic Robustness.
e Present finite sample bound based on algorithmic
robustness.
e Show that weak robustness is necessary and
sufficient for generalizability.
Future Direction:
e Adaptive partition?
e Other robust algorithms?
e Better rate?



